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About the Database Download Service

Organizations who use our hosting services often wish to regularly download a copy of the data
to their location. Please note that you must register with us for this service and bandwidth fees
may apply if you have a large dataset. Check our website for pricing.

The steps that follow are fairly technically involved. We suggest you consult with your technical
support department or consultant.

To ensure that your data is as secure as possible, you must use an SFTP client to connect to our
server. The backup file is encrypted using a public/private key pair that only you can decrypt.

In order to register for the database download service you must generate a private/public key pair
using GNU privacy guard (a free, open-source encryption tool) and e-mail us the public key. See
the following ‘Getting Started’ sections for instructions.



Getting Started Step 1 - Generate a private and public key
pair using GNU Privacy Guard

You can download GNU Privacy Guard from http://www.gnupg.org or the Windows binary

version from our website:

http://www.roxysoftware.com/Downloads/gnupg.exe

To generate a key pair, open a command prompt, change to the GPG install directory (typically
C:\Program Files\GNU\GnuPG) and type:

gpg --gen-key

Command Prompt - gpg --gen-key

Microsoft Windows [Wersion 5.2.37981
¢G> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settings“geoff>cd “Program Files“GHU“GnuPG

C:~Program Files“~GHU-GnuPGXgpy ——gen—key

gpg (GnuPG)» 1.4.18; Copuright <C» 2882 Free Software Foundation, Inc.
Thiz iz free software: vou are free to change and redistribute it.
There iz HO WARRAMTY. to the extent permitted by law.

Please select what kind of key you want:
C1>» REA and REA <defaultd
2> DEA and Elgamal
3> DEA <{sdign onlyl
4> BSA <{sdign onlyl
Your selection? _

Use the default selections. In this case, simply press enter to select ‘RSA and RSA’.



ommand Prompt - gpg --gen-key

Microsoft Windows [Wersion 5.2.37981
¢G> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settings“geoff>cd “Program Files“GHU“GnuPG

C:~Program Files“~GHU-GnuPGXgpy ——gen—key

gpg (GnuPG)» 1.4.18; Copuright <C» 2882 Free Software Foundation, Inc.
Thiz iz free software: vou are free to change and redistribute it.
There iz HO WARRAMTY. to the extent permitted by law.

Please select what kind of key you want:
C1>» REA and REA <defaultd

2> DEA and Elgamal

3> DEA <{sdign onlyl

4> BSA <{sdign onlyl
Your selection?
RSA kews may be between 1824 and 4876 hits long.
llhat keysize do wvou want? ¢28048>

Once again, select the default of 2048 by pressing enter.



ommand Prompt - gpg --gen-key
¢G> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settings“geoff>cd “Program Files“GHU“GnuPG

C:~Program Files“~GHU-GnuPGXgpy ——gen—key

gpg (GnuPG)» 1.4.18; Copyvright (C» 2882 Free Software Foundation, Inc.
Thiz iz free software: vou are free to change and redistribute it.
There iz HO WARRAMTY. to the extent permitted by law.

Please select what kind of key you want:
1> REA and RSA <{defaultd
2> DEA and Elgamal
3> DEA <sign onlyl
4> BSA <{sdign onlyl
Your selection?
RSA kews may be between 1824 and 4876 hits long.
lhat keysize do wyoun want? (28048
Reguested kewsize is 2848 hits
Please specify how long the key should bhe wvalid.
a kevy does not expire
“n* key expires in n days
“naw key expires in n weeks
“nsm key expires in n months
“niy key expires in n years
iz valid for? CH)

select what kind of key you want:
RSA and RESA <defaultd
DEA and Elgamal
DEA C=ign onlyl
REA <=ign onlyl
Your selection?
REA kevwys may be bhetween 1824 and 48?6 hits long.
llhat keysize do wvou want? (2848
Reguested kevsize iz 2848 hbits
Please specify how long the key should he wvalid.
a key does not expire
key expires in n days
“nu key expires in n weeks
<n>m key expires in n months
“nky key expires in n years
Key is wvalid for? (B>
Kewy does not expire at all
Is this correct? (ys/H> y

<n

You need a wser ID to identify your key; the software constructs the user ID
from the Real NHame, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter? <heinrichhPduesseldorf .de>"

Real name:




Enter the name of your organization, and a contact e-mail address. You can enter a comment, or
leave it blank. Confirm by typing ‘O’ (for ‘Okay’) and press enter.

ommand Prompt - gpg --gen-key

Your selection?
RSA keuys may be bhetween 1824 and 4896 hits long.
llhat keysize do you want? 28048
Regquested keysize is 2848 hits
Flease specify how long the key should he valid.
a key doez not expire
<nx key expires in n days
<nu key expires in n weeks
<n>m key expires in n months
<nry key expires in n years

Key is valid for? (H>
Key does not expire at all

Iz this correct? (ys N> vy

You need a user ID to identify vour key; the software constructs the user ID
from the Heal Mame, Comment and Email Addeess in thiz form:
"Heinrich Heine (Der Dichter? <Cheinrichhldueszszeldorf.de>"

Heal name: My Organization Mame
Email address: me@myorganization.com
Comment =
You selected this USER-ID:
"My Organization Mame <{meEmyorganization.com>'

Change (M)ame, (Clomment, C(E)mail or (0)kays(Qluit? 0

Enter a passphrase. You can use spaces, so a phrase is preferable to a simple password. Type
the passphrase again to confirm.

ommand Prompt

lle need to generate a lot of random bhytes. It is a good idea to perform
zome other action Ctype on the kevhoard. move the mouse, utilize the
dizks? during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

lle need to generate a lot of random hytesz. It iz a good idea to perform
zome other action (tuype on the kevhoard, move the mouse, utilize the
dizks? during the prime generation;: this gives the random numher
generator a better chance to gain enough entropy.

gpg= key PADEDES1 marked as wultimately trusted
public and szecret kev created and signed.

gpg= checking the trustdh
gpg= 3 marginald{sz> needed, 1 completelsz?> needed,., PGP trust model
gpg= depth: @ wvalid: 3 signed: B trust: B—,. Bg. Bn,. Bm, Bf,. 3u
pub 2848R-7ADEDES1 Z8108-82—16
Key fingerprint = BDEB ECAZ A%78 8&BY? B4CA TABE BETE 274C 9AD8 DBL1
Hy Organization Mame <me@myorganization.com>
2848R-DD598178E 20188216

C:“Program Files“GHU-GnuPG>




Your key has now been generated. You now need to export the public key so you can send it to
us. Type:

gpg —-export —-a “My Organization Name” > public.key

ommand Prompt

dizks? during the prime generation;: this gives the random numher

generator a better chance to gain enough entropy.
+++++

T

lle need to generate a lot of random hytes. It iz a good idea to perform
zome other action <tuype on the kevhoard, move the mouse, utilize the
dizks? during the prime generation; this gives the random numher
generator a better chance to gain enough entropy.

gpg= key PADEDES1 marked as wultimately trusted
public and secret kev created and signed.

gpg= checking the trustdh
gpg= 2 marginal{s} needed, 1 completets? needed, PGP trust model
: depth: B wvalid: 3 signed: B trust: B—, Bg. Bn,. Bm, Bf, Ju
2048R-7ADEDES1 201B8-82—-16
Key fingerprint = BDEB ECAZ2 A9983 8BY? B4CA YABE BEVE 9274C 9AD8 DBL1

My Organization Mame <me@myorganization.comz
2848R-DD590178 2018-82—-16

C:“Program Files“GHU“GnuPGX gpy ——export —a "My Organization Mame' > public.key
C:“Program Fileszs“GHU“GnuPGX>

You now have a file called ‘public.key’ that you can send to us. It’s okay to send this file by e-

mail — it’s possible to create an encrypted file with the public key, but it’s not possible to decrypt
the encrypted file without the private key.



You should also export your private key, and save copies of both the public and private keys
somewhere safe. Type:

gpg --export-secret-key -a "My Organization Name" > private.key

ommand Prompkt

R

lle need to generate a lot of random hytes. It is a good idea to perform
zome other action (type on the kevyhoard, move the mouse, utilize the
disks? during the prime generation;: this gives the random numher
generator a better chance to gain enough entropy.

IR

gpg= key PADBDBS1 marked as wultimately trusted
public and secret kev created and signed.

gpg:= checking the trustdhb
gpg:= 3 marginal{s} needed, 1 completets> needed,. PGP trust model
po: depth: B wvalid: 3 signed: B trust: B—,. Bg. Bn. Bm,. Bf. Ju

gy
pub 2048R-7ADSDES1 2816-82-16
Key fingerprint = BDEB ECA2 A998 8BY? 84CA ABE BEYE 274C 7AD8 DBS1

My Organization Mame <mefmyorganization.comz>
2848R-DD598178B ZP1B-B2—-16

C:“Program Files“~GHU“GnuPG*gpy ——export —a "My Organization Mame' »* public.key

C:“Program Files“GHU~GnuPG}*gpy ——export—secret—key —a "My Organization Hame™ > p
rivate.key

C:sProgram Files“sGHU“GnuPGX>




Getting Started Step 2 — Send Us Your Public Key

Send us your public key file (public.key) by e-mail to support@roxysoftware.com. Do not send
us your private key — that’s for your use only. The backup we will create can only be decrypted

using the private key.



Configure an SFTP Client

To download your backup, you must use an SFTP (Secure File Transfer Protocol) client.
Filezilla is a free, open-source file transfer client that supports SFTP:

http://filezilla-project.org/

If you wish to script a regular download of your backup, we suggest using putty SFTP (PSFTP):

http://www.chiark.ereenend.org.uk/~sgtatham/putty/download.html

Once you have registered for the service, we will provide you with the SFTP site address,
username and password.



Decrypting Your Backup

Once you have downloaded your backup, you will need to decrypt it before you can use it. To
decrypt your backup, enter the command:

gpg —d Sample.bak.gpg > Sample.bak

Where Sample.bak.gpg is the encrypted filename, and Sample.bak is the filename you’d like to
use for the unencrypted backup. Enter your passphrase when prompted.

ommand Prompt

C:xTemporary GPGrgpg —d Sample._bak.gpg > Sample.bhak

You need a passphrase to unlock the secret key for
uzer: "My Organization Mame <me@myorganization.com>'
2848-hit RSA key,. ID DDS?817VE. created 2018-B2-16 <main key ID ?ADEDB51>

gpg= encrypted with 2848-hit RSA key,. ID DDS?817B. created 2018-82-16
"My Organization Mame <me@myorganization.com>'

C:xTemporaruy~GPG>_
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